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ARM is now part of Softbank

No change to ARM’s business model

No change to ARM’s organisation
No change to DSG
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traditional and new businesses

Expect more focus on opportunities
in Asia

Masayoshi Son, CEO of Softbank
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Agenda

= Welcome & CMSIS Overview, Status, Plans
= CMSIS-Pack / Driver enhancements
= CMSIS-RTOS2: real-time operating system - Status

= CMSIS-Zone: management and partitioning of complex systems

= Summary and discussion

©ARM2017 ARM



Bringing TrustZone to the Cortex-M family

Cortex-M7

High
performance

Maximum

performance, ARMTRUSTZONE

control and DSP

ystem security

Cortex-M3 Cortex-M4 Cortex-M33

Mainstream Flexibility, Performance
Performance control and ici
. control and . efficiency
efficiency DSP with
DSP
TrustZone

Cortex-M23

Highest TrustZone in Lowest
Lowest cost, &
IOW ower energy Sma"est area, power area
P efficiency lowest power

ARMv7-M
ARMv8-M

ARMv6-M
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Security defined by memory map

All transactions from core and debugger are checked

= All addresses are either secure or non-secure Request from CPU

= Policing managed by Secure Attribution Unit (SAU) l System

level
= Internal SAU similar to MPU control

r

Security

Attribution
Unit
= Banked MPU configuration
. . Non-secure Secure
= Independent memory protection per security state MPU MPU

= Load/stores acquire non-secure (NS) attribute based on
address

= Supports use of external system-level definition
= For example, based on flash blocks or per peripheral

= Non-secure access to secure address > memory fault

Request to system

©ARM2017 ARM
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Cortex Microcontroller Software Interface Standard (CMSIS)
Vendor-independent Standard for hardware manufacturers and tool vendors

Software Layers for Cortex-A / M processor based devices
= CMSIS-Core-M API for Cortex-M processor and core peripherals

www.arm.com/cmsis

Cortex-M Series

= CMSIS-Core-A  API for Cortex-A single-core processors

= CMSIS-DSP DSP Math Library with more than 60 functions . Eﬂm Ezzzz

= CMSIS-RTOS  API for RTOS integration > Cortex-M3 Processor

= CMSIS-Driver  API for peripheral driver interfaces z z:szﬁizﬂs;r
CMSIS Version 5.1.0 will address hybrid devices based on Cortex-A /M > z‘rt;xmu Processor
Infra-Structure for Cortex-A / R/ M processor based devices ’

= CMSIS-SVD XML system view description for peripheral debugging

= CMSIS-DAP Firmware Debug Units to access the Debug Access Port

= CMSIS-Pack XML description for software components, device parameters, board support

= CMSIS-Zone Work-In-Progress: management for complex systems

©ARM2017 ARM


http://www.arm.com/cmsis
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CMSIS5 Status —What we said last year and what we delivered
Released in October 2016 = updated 5.0.1 in Januar 2017

No new components = Focus on Improvements & Further Industry Adoption!
= License change to Apache 2.0 to enable contributions from 3" parties
= Public development using GitHub: https://github.com/ARM-software/CMSIS_5
= Add support for ARMv8-M Architecture (Cortex-M23 and Cortex-M23)

= Improvements for Cortex-A / M hybrid devices (focus on Cortex-M interaction) — in progress

CMSIS-RTOS2 API and RTX reference implementation with several enhancements:
= Dynamic object creation, Flag events, C and C++ API, additional thread and timer functions
= Secure and Non-Secure support, multi-processor support

CMSIS-Pack
= Additions for generic example, project templates, multiple download portals

= Adoption of IAR Flash Loader technology — in preparation
©ARM 2017 ARM


https://github.com/ARM-software/CMSIS_5
https://github.com/ARM-software/CMSIS_5
https://github.com/ARM-software/CMSIS_5

CMSIS enhancements in the works
- CMSIS-Core-A: Cortex-A processor support

- CMSIS-RTOS: RTX5 for Cortex-A
- CMSIS-DAP: extended trace support

CMSIS 5.1.0 release planned for May 2017

9 ©ARM 2017 ARM



CMSIS-DAP 1.2.0 — Preview & request for feedback

Introduces trace recording for custom Performance Counters, for example:
= Power measurement (U, |) from external A/D converters
= Capture performance parameters from a memory system (wait states)
= Record data transfer parameters of an RF interface

Adds timer to the Debug Unit for synchronization with external world

10 ©ARM20I17 ARM



CMSIS-DAP: Overview + Enhancements (v1.2.0)

Host PC

Many platforms supported

CMSIS-DAP v1.2.0

» Adds “real-world” timer
to the Debug Unit

Debug Unit Device

JTAG/
SWD

Cortex-M4

Cortex-M23

Firmware implemented
on Cortex-M MCU Cortex-A7

May be integrated on a single evaluation board

= Introduces trace recording for custom Performance Counters (inputs), for example:

= Power measurement (U, I) from A/D converters

= Performance parameters from a external system (i.e. wait states)

= Transfer parameters of an RF interface

I ©ARM 2017
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CMSIS-DAP v1.2.0 trace data management

Debug Unit

Time Stamp | Channel No. | Trace Data

Trace Source

Time Stamp | A/D #2

| Trace Data

Time Stamp | SWO

| Trace Data

Time Stamp | A/D #1

| Trace Data

Time Stamp | SWO

| Trace Data

SWO
A/D input

counter

Time Stamp | SWO

| Trace Data

Time Stamp | free

Time Stamp | free

12  ©ARM20I17

= Trace sources are recorded in blocks
= Block size 512 bytes ... 2 Kbytes

= Includes Time Stamp and Channel No.

= Trace communication optionally with
data difference compression

= SWO trace is handled in same way
= Improves SWO trace performance

ARM



CMSIS plans for 2017

- CMSIS-Pack: generic template / project format
- CMSIS-Zone: management of complex system

- Multicore support for M+M and A+M systems

ARM 2017

ARM



CMSIS-Pack & CMSIS-Driver

Status

ARM Joachim Krech

Director of Engineering, MCU Tools

CMSIS - Partner Meeting, Embedded World
4. March 2017



COMPLIANT
semene s Delivery Mechanism for Software Packs

@GMS'S CMSIS PaCk Version 1.4.1

General Core | Driver | DSP | RTOS API RTX m SVD DAP
Main Page Usage and Description | (@ Search

CMSIS-Pack
Revision History of CMSIS-Pack

CMSIS-Pack Documentation

P Create Software Packs
b Pack with Software Components CMSIS-Pack describes a delivery mechapism for softlware components, device parameters, and evalyation buzllrd
) ) support. The XML-based package description (PDSC) file describes the content of a Software Pack (file collection) that
» Packwith Device Support includes:
» FPack with Board Support de. header fil d soft librari
) Tutorials *» Source code, header files, and software libraries
R e + Documentation and source code templates
B Utilities for Creating Packs + Device parameters along with startup code and programming algorithms
» Publish 2 Pack * Example projects
- Pack Description (*.FDSC) Format Snftware PEICk USE CESES
» Configuration Wizard Annotations
F Flash Frogramming Algorithms

Device Family Middleware

Board Support In-house

Pacle Pack Pack Software Pack

Wariant

o Silicen Yendor, Mlconjendor, Tool
E Tool Vend . ARM Tool Vendor, Board Vendor U
2 endor 3rd Party e

I5 ©ARM20I17 ARM



CMSIS-Pack: enhancements (since 2016 & in discussion)

= <requirements> element allows to specify
= Packs that should be used in combination with this pack
= Compiler versions required for this pack
" Programming languages that are required to compile the software

= CMSIS-Pack Index Files: allow to implement independent download portals.

= Generators (*.gpdsc) consistently implemented in MDK and Eclipse Pack management

In discussion:
= RTE Inventory that reflects current component selection back to a generator

* Import folder structure that contains multiple Software Packs
= Simplifies transition from IDEs that do not support pack concept

16 CONFIDENTIAL
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CMSIS-Pack Index Files: Standardization for Download Portals
Multiple download portals (all are equal), with references to other portals

www.vendorA.com/pack pack.vendorN.com Software Pack vendors publish:

* VendorN.pidx: Index file that lists
all available packs from “VendorN”

vendorA.pidx i . L.

P vendor.pidx Tool vendors combine this into:

\ / = VendorX.vidx: Index file that collects

software pack vendors

vendorX.vidx: * Index.pidx: Index file that lists all
<url> vendorA.pidx available packs
<url> vendorN.pidx

Benefits

= Software Pack vendors can update and
add packs.This gets automatically
distributed to tools and web.

17 CONFIDENTIAL ARI I



CMSIS-Pack is Designed for Tools and Web Portals

Information in Packs is Shown in Tools and on Web Pages

ﬂ Manage Run-Time Environment Home | MDKS Board List / MCE1500 Home / MDK5 Device List / LPC1517JBD48
Software Component Sel. Variant Versi... Description . NX P LPC1 5 1 TJ B D48
4 Board Support MCB1500 [+]1.00 | MCBLS00 Board Keil MCB1500 v: 1
= ’ CMSIS Cortex Microcontroller Software Interface Components
@ CORE I 3300 | CMSIS-CORE for Cortex-M, 5C000. and 5C300 LPC1549JBD100 ARM Cortex-M3, 75 MHz, 12 kB RAM, 64 kB ROM
@ DSP r 142 CMSI5-DSP Library for Cortex-M. 5C000, and S5C300
’ RTOS (APD) 1.0 CMSIS-RTOS API for Cortex-h. SC000. and SC300 Mounted Device: ARM Cortex-M3 CPU running up to 72MHz.
=] ‘ Device Startup, System Setup LPC1549J8D100 > Core ARM Cortex-M3 MPU 75 MHz
@ Startup 5 100 System Startup for NXP LPC1500 Series . .
=4 Drivers Unified Device Drivers Compatible Devices: » Communication USART, I2C, SPI, CAN
4 Ethemet (AP 200 | Ethemet MAC and PHY Driver APl for Cortex-M S
€ Ethernet PHY (APD 200 | Ethemet PHY Driver APIfor Cortex-M Debug Interface: »  Timer/Counter/PWM 4 x 32-bit PWM
’ Flash (APT) 2.00 Flash Driver AP1 for Cortex-M
CMSIS-DAP Analeg 1-ch | 12-bit DAC, 12ch: | 9-bit ADC, ..
£ 12C (APT) 201 | 12C Driver APl for Cortex-M =3 > 9 1-channe » l-channe "
@ nc v 1000 | C Driver for LPC1500 Series 3  Clock & Power 24V . 3.6V, 75 MHz
‘ NAND (APT) 2.00 MAMD Flash Driver AP for Cortex-M H
Keil MCB1500 Board Support and Exam|
0 USE Device (API) 2.00 USB Device Driver API for Cortex-M PP P I nfo rmatlon marked ’C .. 105 °C, 48-QFP
. File System MDK-Pro 6.00 File Access on various storage devices PU BLIC
’ Graphics MDK-Pro 5.24.0 | UserInterface on graphical LCD displays I, 64 kB ROM
& MyClass » Core Compenents LPC1549)8D100¢®n-board CMSIS-D..
‘ MyVariant
& Network MDK-Pro 600 |IP Metworking using Ethernet or Serial protocols » Controls Push-buttons, Joystic tentiometer Development
& use MDK-Pro 600 | USB Communication with various device classes = MDK Version 5 (Microcontroller Developme
» Connectors USB, RS23 Tools o MDK.Lite Download
.| | -l
idati ipti Documents -
Validation Output Description 3 MSP432P401R LaunchPad Web page
« 3 MSP432 Quick Start Guide Drivers  12C Driver for LPC1500 Series
- j LaunchPad Development Kit User's Guide = USB Device Driver for the LPC1500 series
oo |

ARM
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Companies that develop and publish Software Packs

Information from www.keil.com/pack/keil.vidx

Abov
AmbigMicro
Analog Devices
Cypress
GigaDevice
Holtek

Infineon

Nordic Semiconductor
Nuvoton

NXP

MediaTek
Microchip (Atmel)
Microsemi
Mindmotion
SONiX

Texas Instruments
Zilog

CONFIDENTIAL

ARM

Clarinox

Hitex

Huawei

Micrium
Oryx-Embedded
RealTimelogic

ARM



CMSIS-Driver and CMSIS-Pack - focus on refinement
= GPDSC - Simplify Configuration

Application Code

u Device-Specific Generated Software
,g é Middleware Interfaces Middleware Pack
K S , .
< 'g CMSIS-Driver Device HAL * GPDSC
“ &
Device Pin & Clock Configuration

2 Communication Specialized

(©) . .

> Peripherals Peripherals -

IDE Independent Project Examples & Templates
= *cpdsc file with <create> element

* Timers
* Analog

* Ethernet
» USB

* Storage
* Display

= Eclipse integration

= Multiple Pack Download Portals

20 © ARM 2017 ARI I



Generator Interface to Simplify Device Configuration

Application Code

Standardized
Middleware

Device-Specific
Middleware

nnnnnnnnnnnnnnnnnn

Peripheral HAL CMSIS-Driver

MVCM3120

Run-Time Environment

CMSIS-CORE

|0 | 223 | D5 )| XD 2| XDl | ED D D |EED |
EfrczocrziREEEEE

§88*®

0 .
= A Device Configuration Utility is simplifying:
= Microcontrollers need typically configuration for: = Device and peripheral selection
= Clock System, I/O pins for peripherals, ® Interrupt and DMA assignments
Interrupt & DMA usage = 1/O pin selection

= A Generated Software Pack (*.gpdsc) is designed to interface with utilities

= Exchange configuration files and generated source code

21 © ARM 2017 ARM



Wo rl(ﬂ oW |. Device F;.lmlly !’ack (I.D.FP) contains |nfor'mat|on for IDE and .
the Configuration Utility (element <environment>).This approach ensures consistency of
the generated Pack with the DFP

2. Configuration Utility reads
DFP and allows MCU 3. The Generated Software Pack along with the DFP is
selection + setup.This setup used by the IDE to setup the project and the Run-Time
is exported in a Generated Pack Environment.This results in the basic configuration for the user
Software Pack application.

Device Family

4. User can add more

software components in
Software Pack ; the IDE

with Device
Setup

Generated

MVCM3120

5. The device setup may be altered using the Configuration Utility. The changes
are imported to the IDE and reflected in the project

22 © ARM 2017 ARI I



CMSIS-Pack for Eclipse — Overview

Plug-in maintained by ARM

Device Family

"} Pack Read S ecl
Fatle e {—ia = < P>€ Basis for many IDEs
CMSIS Core Data Model [~ Ul = ARM DS-MDK, DS-5
Pack T JT
: RTE (Run-Time-Environment) " Atollic Studio
Middleware
Packs {} <} = IAR EW-ARM
C/C++ Project <: Toolchain

Board Support
Packs

GPDSC Support allows connection
In-house Embedded to code generators

Software Packs

application

B ©ARMI7 https://github.com/ARM-software/cmsis-pack-eclipse ARM



https://github.com/ARM-software/cmsis-pack-eclipse
https://github.com/ARM-software/cmsis-pack-eclipse
https://github.com/ARM-software/cmsis-pack-eclipse
https://github.com/ARM-software/cmsis-pack-eclipse
https://github.com/ARM-software/cmsis-pack-eclipse
https://github.com/ARM-software/cmsis-pack-eclipse
https://github.com/ARM-software/cmsis-pack-eclipse
https://github.com/ARM-software/cmsis-pack-eclipse/blob/master/images/EclipseOverview.png
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Demo

- [8] startup_stm32f407w0cs [Keil:De
- [] system_stm32fdwcc [KeilzDevi
- [A] RTE_Componentsh

[ main.c

4 /L, ARM:CMSIS. RTOS.Keil RTX

a /L. require Cclass="Device", Cgroup="5Startup”

@ Keil:Device.Startup

Additional software
Select component f
System Startup for §

b [ LPT4350
b (= LPC4353
4 [ LPC4357
PC4357:Cortex-M0
PC4357:Cortex-M4

m

-
C/C+ - STM32/STM22.rteconfig - Edlipse Platform o o=
] P
File Edit Source Refactor Mavigate Search Project Run Window Help
Nl 8-/ - w Wi g~-a&~ g &%~ 0- = B TR =l Quick Access |:| % | (EE)
r[\hProjectExpl... o Sh ne = 8 @ “STM3Zrteconfig 2 = 8
= % ¥ | % Components* . =
-5 sTM32
EI [ Includes Software Components Sel.  Variant Vendor Version Description il
[ @ C:/DS-5+5.21.1/sw/ARMCompiler5.0° STM32F407IEHx STMicroelectn ARM CI= i I I
Fi- (1B Ca/Keil/ ARM/Pack/ ARM/CMSIS/4 2.0, > “tf Board Support MCBSTM32F00 |, Keil 200 i
[ (1) Co/Keil/ARM/Pack/ARM/CMSIS/430, | | 4 ‘% CMSIS E
- (15 Co/Keil/ARM/Pack/ ARM/CMSIS/4.3.0, @ CORE ARM 410 , CMSIS-(
JKei 1 W DSP ARM 145
(5 C/Keil/ ARM/Pack/Kell/STM32Fbc D I RT0S (APD 10 i ]| Devies LPCI3ST:Corterit CPU:  ARM Cortex-M4
| cxd E v -
s STM32/RTE “ K RTx ARM 780 Qs ]| Vender NP Clock 204 MHz
% cwss DEI e 4= Pack  KeilLPC4300_DFP.2.5.0 Memory: 96 kB RAM, 1 MB ROM
river
: "3 Compiler URL: hittp:/www. keil.com/dd2/nxp/lpcd357 FPU: single precision hd
arm_cortexh4|_math.lib [AR a4 “i% Device Search: Endian: | Little-endian
[k RTX_CM3.lib [ARM::CMSIS RTOS| @ Startup ] Keil 231 . System > (= LPCA32x ~ | NXP's LPC4300 Digital Signal Control (DSC) processors, =
-z Device | Ll > (= LPC433x offers high-performance signal processing capabilities. ||
- These DSC processors offer a high level of system
-z STM32F407IEH:x Validztion Output Description 4 & LPCa35e integratien, reducing system design cost and

complexity, while simplifying the design cycle usinga | _
single tool chain, 1
Typical applications include Motor control, Embedded

audio applications, Power management, Industrial {f
automation, White goods, e-metering, RFID readers

- Three PLLs
- Quad SPI Flash interface (SPIFT)

[ < Back ][ Mext = ][ Finish ][ Cancel

i STM32.rteconfig 5 (= LPCA3Tx

(5 STM32.5ct a | m > (= Spansion

Components | Device| Packs | xml S SELE ol
blems Tasks E Console &3 ertie
CMSIS RTE console [STM32]
4 n (S
. ==
© ARM2017
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CMSIS-Pack: what we promised — slides from 2013

Questions when using external source code

= Usage of files (source code, header, library)is unclear Packing Software is a Solution

= Will my Compiler and Tool Environment work?

= Where is the documentation to the software component? = All software components are delivered i
= What other requirements (i.e. libraries or RTOS) does this softy m Software Pack that is easy to install (like

= Will the source code run on my target hardware?

= Does the source code need adaptations or configuration? N package description fle (PDSC) conte
Software Pack = Supplier information
= Project Maintenance after files are integrated Component = Download URL
= Where did | get the source code from; who to contact for suppc = License
= What is the version of that source code? = Release version
= What do | need to change when | update the files?

= Usage of source code and libraries files for:

= Specific processors

* Whatare the License conditions of the code = Specific microcontroller families and dey
= Can | use this files in my project? = Tool Chains

Component

Compenent Oth ts that ired lat
u [
h_ ‘ The Architecture for the Digital Worl €r components thal are required or rela

[
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Usage example: maintain an RTOS application

Application

Application Application

Middleware Middleware

Application

Middleware
CMSIS-RTOS vl
Keil RTX 4

Middleware
CMSIS-RTOS v2
FreeRTOS 9

CMSIS-RTOS v1 [l CMSIS-RTOS v2
Keil RTX 5 Keil RTX 5

Scenario:
Maintain a project developed a year ago

Benefits:

= Components are easy to identify

Tasks for the developer:

= Upgrade from RTX4 to RTX5
= Update RTX5 * Incompatible configuration files are spotted
* Change RTOS kernel to FreeRTOS

= Documentation is accessible

* No problem to identify processor layers

©ARM2017 ARM
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CMSIS-RTOS2

Status

Christopher Seidl
Technical Marketing Manager

CMSIS Partner Meeting, Embedded World
4. March 2017



CMSIS-RTOS v2 APl — Enhancements

Common API for Real-Time Operating System, compatible to Version |

28

Semaphore
Flag Events Mutex

Signal Events Memory Pool

Thread Message Queue
Time RTOS Scheduler Mail Queue

Pre-emptive thread scheduling with priorities

CMSIS-RTOS v2 addresses:

= Enhanced C API (feedback from RTOS vl)
= ARMvV8-M Security domain support
Coming during 2017:

= C++14 Integration

= Multi-processor message passing support

©ARM2017

Version 2 Enhancements / additions:

More thread priorities

Dynamic Object creation

= Initializing osXxxxDef definitions

= Multiple instances Mutex & Semaphore
External reference to object definitions
osKernelTime, osKernelStop
osThreadSuspend, osThreadResume
osPoolDelete

osMessageCount, ...Reset, ...Delete
osMailCount, osMailReset, osMailDelete
osFlagXxx global event flags

ARM



RTOS Scheduling on v8-M

= Thread or task context
requires to change stack

Low-Prority High-Prority
Tasks Tasks
A
Task 1
e Task 2 sends
vl Task 2 message to Task 4
! ! (' Task 4
1 1 wait
Task 2
Time wait
4 Task 3
i ; - ISR
E : ISR sends message
: E Task 5 to Task 5
\ 4 ' i wait
Task 3
wait

29 ©ARM20I7

= ARMv8-M provides additional

stack pointers for Secure State

RO
RI

MSPLIM_S
RI3

o

PSP_S -

PSPLIM_S
- RI5

AT MSPLIM_Ns

PSPLIM_NS

ARM
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API for RTOS interface to secure state: CMSIS

Application | ' | Library functions
TurstZone RTOS Context Management
_
Events Mutex S)’Stem monitor
Thread Semaphore
Ul RTOS Scheduler JLIE Time Scheduler
= RTOS running in non-secure state: RTOS = CMSIS-CORE provides TrustZone extensions:
functionality available to non-secure and secure = RTOS Context Management for secure state
software = Example projects that show system recovery
* Full-featured RTOS for non-secure application = Secure state provide/s data and firmware protection

= Supports function calls to secure state
= Callback events from secure state

©ARM2017 ARM



TZ context.h: RTOS Thread Context Management

Initialize secure context memory system
int32_t TZ InitContextSystem S (void); returns 0: success, '= 0 error code

Allocate Memory for Secure Process Stack Management (called on osThreadCreate)
int32_t TZ AllocModuleContext S (module_ id); returns >=0 context_id, < 0: no memory

Free Memory for Secure Process Stack Management (called on osThreadTerminate)
int32_t TZ FreeModuleContex S (context id); returns 0: success, !'= 0 error code

Load Secure Context (set PSP [and PSP_LIM_S]) (called on thread context switch)
int32_t TZ LoadContext_S (context_id); returns 0: success, !'= 0 error code

Store Secure Context (save current PSP) (called on thread context switch)
int32_t TZ StoreContext S (uint32_t context id); returns 0: success, '= 0 error code

http://arm-software.github.io/CMSIS 5/Core/html/using TrustZone pg.htmI#RTOS TrustZone

3l ©ARM 2017 ARM
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CMSIS-RTOS: RTX & FreeRTOS implementations

Choices for Developers — with compatible API that eases migration

Application

Application Application

Middleware Middleware

Application

Middleware
CMSIS-RTOS 1
Keil RTX 4

Middleware
CMSIS-RTOS 2
FreeRTOS 9

CMSIS-RTOS 1 Il CMSIS-RTOS 2
Keil RTX 5 Keil RTX 5

Benefits:
= Allows to choose between different RTOS versions / variants
= Allows to use native RTOS APl or CMSIS-RTOS API depending on the application requirements

= Using CMSIS-Pack it is easy to upgrade or change the RTOS kernel

32 ©ARM20I7 ARM
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CMSIS-RTOS2 — MPU Extension for RTX

Add Memory Protection Unit to extend security to process/thread execution

Non-secure state Secure state

handler mode thread mode thread mode handler mode

Process A

(7] e . b= (7,)
() ") o
5 2 S M Thread AO,AILA2 Crypto Functions o 5 .
T 3 R CcMTH S
e

= 5 X < o] A~
T 8 2 Process B o T "’E
2 = — B Thread BO,BI R4 B K
= o 5 N K = b7
ut Qo ) ut v
= N pud o I C >~
> _&3 C c Q (%)
= 2 v Process C Secure Storage “SE
— Thread CO ... Cn —

< Priority each box is MPU protected saly bexcIs ML) prefizaiad Priority

* Interrupt Handlers are time deterministic: RTX RTOS Kernel never blocks interrupts
= Secure state interrupts may have escalated priority levels

©ARM2017
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CMSIS-Zone

Proposal for Managing complex Embedded Systems

ARM Jonatan Antoni

CMSIS Technical Lead

CMSIS - Partner Meeting, Embedded World
| 4. February 2017
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Embedded/loT Challenges: Performance/Security

Addressed by multi-core processors with security executions
Developers have to face
= Multi-core processor systems

Shared memory and peripherals
Multi-master (DMA) and caches
Security Extensions, aka TrustZone, and additional protection IP

(Refined power management capabilities)
This results in

= complex project setup for software development.
= consistent system configuration which is difficult to maintain.

©ARM2017 ARM



Embedded/loT Challenges: Performance/Security

@ Core #I Core #2
Process #2
l=indngy|

-
=

Linker and flash
loader

JIAN

Thread assignment /

Process #3

Cache #I Cache #2

Memory #l Memory #2

36 ©ARM2017
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CMSIS-Zone: Goals and Objectives

Developers need utilities to handle the complexity.
= According to the available SoC components...

Cortex-MO0 up to Cortex-M33, possibly bare metal Cortex-A types
Caches, MPU (MMU), ARMv8-M Security Extensions
Multi core SMP/AMP/HMP! systems, shared memory, RTOS

... all those need to be configured consistently.

Reduce the repeatition of system settings.

Assure well configured SoC components, especially where features interfere.

Prevent security threats due to misconfiguration.

= This leads to the need for a configuration tooling.

System level configuration
Checkers and generators
Easy accessable and usable

| Symmetric/asymmetric/heterogeneous multi-processing

©ARM2017
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CMSIS-Zone: Scope

Standardized methods for system level configurations
= Define a data format that allows

= Specification of memory zones for complex embedded systems
= Transformation into project setup and device setup/configuration

= Prototype implementation for Memory Zone management Ul
= Extended version of the CMSIS-Pack Eclipse Plug-ins

= Specify standardized methods for
= Compiler, Linker controls that define memory zones
= CMSIS functions to control MPU, SAU and similar memory configuration hardware

38 ©ARM2017 ARM



Request for Feedback

- Please get involved -

ARM



Get Involved with us on CMSIS

https://github.com/ARM-software/CMSIS_5

= Reflects our current development status [Branch: develop]

= Gives access to current specifications (work in progress)
= Allows for feedback via Issues

Review our current and coming enhancements:
= CMSIS-Pack — Project Description (*.CPDSC) Format
= CMSIS-Pack — CMSIS-Pack Index Files
= CMSIS-Pack — Debug Sequences and System Definition Files (coming soon) for multi-core
= CMSIS-Core-A — Cortex-A base software framework

= CMSIS-DAP — Enhancements for Performance Counters (Energy Measurement)
= CMSIS-Zone — Stay tuned

O cmsis@arm.com — Feedback channel via email ARM
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ARM World’s No. | Embedded Ecosystem

Thank you......now it’s time for drinks and side discussions...
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