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Agenda

Welcome & CMSIS Overview, Status, Plans

CMSIS-Pack / CMSIS-Driver enhancements
CMSIS-Zone: management and partitioning of complex systems

Summary and discussion
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CMSIS S5 COMPLIANT

Consistent software framework for Arm Cortex-M and Cortex-A5/A7/A9 based systems

Application code

3

CMSIS-Pack

CMSIS-RTOS CMSIS-NN CMSIS-DSP CMSIS-Driver CMSIS-SVD
Real-time execution Machine learning Signal processing Middleware interface Peripheral description
CMSIS-CORE CMSIS-DAP
Processor core and peripheral access Debug access

® o Communication Specialized CoreSight™
Arm Cortex processor . . :
peripherals peripherals debug logic

CMSIS-Zone

System Partitioning

Access Filter
(MPU, SAU)
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CMSIS development on github.com/ARM-software/CMSIS 5

‘ , This repository Pull requests Issues Marketplace Explore

] ARM-software / CMSIS 5 ©Watch~ 115 star 333 YFork 153

Gives partners full visibility to our
Code Issues 63 Pull requests 8 Projects 2 Wiki [ih Insights Settings development activities

Pulse Git clones

[ Overview x

T CMSISC(C — a0 Good contribution from community
QFMSIS -Lore ortex- Version 1.1.1

COMPLIANT
e CMSIS-Core support for Cortex-A processor-based devices El

T | <necordod [ ovr | ome | on [ wronst [ wrorwe [ ouik [ oo ] ot [ oo | I Feedback channel for partners and
¥ CMSIS-Core (Cortex-A) O "‘l7 : \
N N customers

Tested and Verified Toolchains CMSIS-Core (Cortex-A) implements the basic run-time system for a Cortex-A device and gives the user access T

0 the praracenr rara and tha davira nerinharale Tn datail it dafinac: "

Revision History of CMSIS-Core (Cartex-A) ©) Relesses . ARM-software X

» Using CMSIS in Embedded Applications

» CMSIS-Core Device Templates RS C | & GitHub, Inc. [US] | https:/github.com/ARM-software/CMSIS_5/releases @ o : .
o L]
C — Access to documentation:
Deprecated List O This repositary Pull requests Issues Marketplace Explore a +-
> Reference . . .
.3 arm-software.github.io/CMSIS_5/General/html/index.html
» Data Fields * A O ARM-software / CMSIS_5 ©Watch~ 115 | dstar | 333 | YFork
The folls
.y

J[ocn] 0em® nrimums®  mrise @ g gz Access to release information:
github.com/ARM-software/CMSIS_5/releases

CMSIS 5.3.0 :

JonatanAntoni released this a day ago

Thank you for all your work!

9 ARM.CMSIS.5.3.0.pack 10¢

530

O 49ac527

[£) Source code (zip)

[£) Source code (tar.gz)

Known Issues a r m
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CMSIS-DAP: Overview + Enhancements (v1.2.0)

Debug Unit Device
JTAG/
Cortex-M4
Cortex-M23

Many platforms supported

Firmware implemented

CMSIS-DAP v1.2.0 on Cortex-M MCU Cortex-Al
= Adds “real-world” timer May be integrated on a single evaluation board
to the Debug Unit
Mecording for custom Performance Counters (inputs), for example-
= Power measurement (U, I) Trom-AL_converters

= Performance parameters from a externalsystem (I.c-wak-states)
- Transfer parameters-ofan RF interface

S XM 2017
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CMSIS-DAP: Released is now vI1.2.0 + v2.0.0

Debug Unit Device

JTAG/
SWD

Host PC

Cortex-M4

Cortex-M23
Many platforms supported

Firmware implemented
on Cortex-M MCU Cortex-A7
= Adds “real-world” timer

to the Debug Unit

May be integrated on a single evaluation board

= CMSIS v1.2.0: continues to support USB HID as interface
= CMSIS v2.0.0: introduces USB WIN support with >5x better performance

= SWO streaming via separate pipe allows significant better trace bandwidth
= Windows |0 does not require USB driver installation

6 ©ARM 2017
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CMSIS-RTOS Implementations

Independent RTOS implementations for usage with application code and middleware

All implementations are available under permissive license, are compatible with various
compilation toolchains and support CMSIS-RTOS v1 (legacy)

RTX5 and FreeRTOS support CMSIS-RTOS v2 and CMSIS-RTOS v1 via legacy layer

Application Application Application Application
Middleware Middleware Middleware Middleware

CMSIS-RTOS v1 CMSIS-RTOS v1 CMSIS-RTOS v2 CMSIS-RTOS v2
Arm Keil RTX 4 Arm Keil RTX 5 Arm Keil RTX 5 FreeRTOS 10

github.com/ARM-software/
CMSIS-Pack: github.com/ARM-software/CMSIS 5 CMSIS-FreeRTOS/
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Software building blocks for functional safety

Real-time operating system and FuSa C library for Arm Cortex-M
CMSIS allows commercial

Application code products

, Ready-to-use software framework:
Arm Keil RTX5

Versatile, lightweight RTOS ) * Fully qualified by TUEV for projects that
— library (STL) require I1SO 26262 (ASIL-D), IEC 61508

emaphore Runti
 Thread A ”rt‘ e pr.?.cei.sor (SIL.3), IEC 62304, EN 50128
Time RTOS Scheduler Memory SyS em verirtication
* Developers can concentrate on their

Arm FuSa C library application code certification
Performance-optimized commonly used functions

Software test

:  Faster time-to-market
Arm C/C++ Compiler

Efficient, architecturally-accurate code generation * Optimized by the architecture experts

Arm Cortex-M processor * One-stop shop for all software
World’s most popular 32-bit microcontroller architecture components

8 © 2018 Arm Limited a r m




: : : : CMSIS
RTX — RTOS with optional process isolation

CMSIS-Zone RTXS5 RTOS

System Partitioning Safe Process Isolation RTX optional uses the
Protection Unit (MPU) of

et s o Handler Thread Cortex-M processors
Name Access Size Process A Process B A mOde mOde
v B STM32F407IG .
The MPU isolates processes

~ B memory
v % |RAM1 I'Wwx 128 KB(0x20000000 20000000 (

“ RamA rwx 64 KB 020000000 0x20000000 ( Process A d f H
ORamt rx 64 KB 020010000 020010000 and protects rrom incorrect
¢ RAM2  Twx 64 KB 0x10000000 0x10000000 ( % _ Thread AO ... An
Yppp X 256 K2 0x8010000 0x8010000 ( ko GCJ 4 accesses to data and
¢ Storage T 125 KB 0x8090000 0xB5090000 | 5 = %
¢ Scratch T 256 KB 0x3050000 0x8050000 | c ) (i H h I
~ B peripherals 2 X2 GLJ pe rl p e ra S
4 ADC1  prw 1 K3 0x40012000 0240012000 %2) = Process B
@ ADC2  prw 1 KB 0x40012100 0x40012100 | B E £ Thread BO. B1
¢ ADC3  prw 1 KB 0x40012200 0x40012200 | - o o) ) S S_ 1 If' h
¥ CADC prw 1 KB 0x40012300 0x40012300 I qt) < GLJ CM I Zone SI mp I |eS t e
4 GPIOA prw 1 K3 0x40020000 0x40020000 | — ©
% GPIOB  prw 1 KB 0x40020400 0x40020400 E o < Setu p Of M P U protected
% GPIOC  prw 1 K3 0x40020800 0x40020800 - n Process C .
@ GPIOD prw 1 KB 0X40020C00 0X40020C00
% GPIOE  prw 1 K3 0x40021000 0x40021000 | Thread €O ... Cn exeCUtlon Z0Nnes
% GPIOF  prw 1 K3 0x40021400 0x40021400 (v
£ >
Zone map ProcessA|ProcessB|ProcessC| 4 Priority Each box is MPU protected

9 © 2018 Arm Limited q r m






Optimum ML performance on Arm for any application

Arm NN software translates existing
NN frameworks:

NN Frameworks
 TensorFlow, Caffe, Android NNAPI,
MXNet etc

e Developers maintain existing
workflow and tools

* Reduces overall development time

Partner IP
Driver &
SW Functions

Compute
Library Library Library

« Abstracts away the complexities CMSIS-NN Compute Compute
of underlying hardware

CMSIS-NN 5x better efficiency and Cortex-M Cortex-A Arm Third-party IP
performance for NN functions CPU CPU ML Processor

11  © 2018 Arm Limited a r m



Image classification - Convolutional neural network

e CIFAR-10 classification — classify images into 10
different object classes

* 3 convolution layer, 3 pooling layer and 1 fully-
connected layer (~¥80% accuracy)

Convolutional

laver 1 Convolutional
laver 2 Convolutional

layer 3

InnerProduct
layer 1

-l 4 -
32 64 0 : .
32 32 Max poolin Max pooling Softmax
32 Max pooling i é layer 3 layer

Input layer laver 1 layer 2

12 © 2018 Arm Limited

airplane %.% V..=-ﬁ;
automobile E'E‘h‘
bird a; ﬂ;\ ' --

w EEOHEEEE P
o PR Y R
w  EES B R
v ORI E
o R 1 ) DR T R
oo e e
o 0 e 2 S

arm



CMSIS-Pack and
CMSIS Driver

Joachim Krech
Director of Engineering, CMSIS & MCU Tools



COMPLIANT
e Delivery Mechanism for Software Packs

QEMSIS CMSIS PaCk Version 1.5.0

General CMSIS-Core(A) | CMSIS-Core(M) | Driver | DsP | NN | RTOS v1 RTOS v2 m SVD DAP | Zone |
Main Page

Usage and Description | 'rQ' Search

M CMSIS-Pack Documentation

Software Pack Use Cases
Revision History of CMSIS-Pack

CMSIS-Pack describes a delivery mechanism for software components, device parameters, and evaluation board support. The XML-
based package description (PDSC) file describes the content of a Software Pack (file collection) that includes:

Software Packs Owverview

Pack with Software Components
Pack with Device Support * Source code, header files, and software libraries

. Tutorial * Documentation and source code templates
Pack with Board Supbbtiorials » Device parameters along with startup code and programming algorithms

Pack Example « Example projects

¥ ¥yr¥rwrz

b Ultilities for Creating Packs
=L = Software Pack Use Cases
B Publish a Pack
b Pack Description (*.PD3C) Format
» Configuration Wizard Annotations 5 Device Family Middleware Board Support In-house
» Flash Programming ::E“ Pack Pack Pack Software Pack
» Debug Setup with CMSIS-Pack
» Project Description (*.CPDSC) Format
k- System Description File (*.3DF) Forma o sili Vend Silicon Vendor, Tool
» CMSIS-Pack Index Files s Lo e ARM Tool Vendor, Board Vendor o0
2 Tool Vendor User
v 3rd Party
28 vendors Software Pack Use Cases
published One pack, many IDE’s: IAR, MDK, DS-MDK, Eclipse-Pack ...
5339 devices

14  © 2018 Arm Limited a r m



CMSIS-Pack: Device Family Pack - Features

CMSIS-Pack allows to deliver the following information about a device:
 Information about the processor and it's features.

« Cand assembly files for the device startup and access to the memory mapped peripheral registers.
 Parameters, technical information, and data sheets about the device family and the specific devices
 Device description and available peripherals

e  Memory layout of internal and external RAM and ROM address ranges

Flash algorithms for programming the device

 Debug Description that specifies debug and trace configurations —and in future Flash download

 System View Description (CMSIS-SVD) files for memory mapped peripheral registers

15 © 2018 Arm Limited a r m



CMSIS-Pack is Designed for Tools and Web Portals

Information in Packs is Shown in Tools and on Web Pages

Manage Run-Time Environment

Resolve ” Details

Software Component Sel. Variant Yersi... Description
4 Board Support MCB1500 [»[10.0 | MCB1500 Board
= ’ CMSIS Cortex Microcontroller Software Interface Components
¥ CORE [« 330.0 | CMSIS-CORE for Cortex-M, SC000, and SC300
¥ Dsp r 142 CMSIS-DSP Library for Cortex- b, SC000, and SC300
‘ RTOS (APT) 1.0 CMSIS-RTOS API for Cortex-M, SC000, and SC300
= ’ Device Startup, System Setup
@ Startup v 100 System Startup for NXP LPC1500 Series
= ’ Drivers Unified Device Drivers
’ Ethernet (APT) 200 Ethernet MAC and PHY Driver API for Cortex-M
’ Ethernet PHY (APT) 200 Ethernet PHY Driver API for Cortex-M
’ Flash (AP 2100 Flash Driver API for Cortex-M
=] ’ 12C (APT) 201 2C Driver AP] for Cortex-M
¥ C I« 1010 |I2C Driver for LPC1500 Series
’ MAND (APT) 2.00 MAMD Flash Driver API for Cortex-M
’ USE Device (APT) 200 USE Device Driver API for Cortex-M
" File System MDK-Pro 6.0.0 File Access on various storage devices
& Graphics MDK-Pro 524.0 | UserInterface on graphical LCD displays
& MyClass
& MyVariant
’ Metwork MDK-Pro 6.0.0 [P Metworking using Ethernet or Serial protocols
’ UsB MDK-Pro 6.0.0 USE Communication with various device classes
< | _’l
Validation Cutput Description

Help |

Cancel

16 © 2018 Arm Limited

Home / MDKS Board List / MCB1500

Keil MCB1500 v1+

LPC1549JBD100

Mounted Device:

LPC15480BD100

Compatible Devices:
LPC1500 Series

Debug Interface:

>
Keil MCB1500 Board Support am Information marked

PUBLIC

n-board CMSIS-D..

> Core Components LPC1549JBD100

> Controls Push-buttons, Joystic otentiometer

2 Connectors USB, RS23

Documents -
= 1 MSP432P401R LaunchPad Web page

. j MSP432 Quick Start Guide

"
[

LaunchPad Development Kit User's Guide

NXP LPC1517JBD48

ARM Cortex-M3, 75 MHz, 12 kB RAM, 64 kB ROM
ARM Cortex-M3 CPU running up to 72MHz

Core ARM Cortex-M3 MPU 75 MHz
Communication USART, I12C, SPI, CAN

Timer/Counter/PWM 4 x 32-bit PWM

v W v v

Analog 1-channel 12-bit DAC, 12-channel 9-bit ADC, ...
Clock & Power 24V 36V, 75 MHz
*C .. 105 °C, 48-QFP

|, 64 kKB ROM

Development = MDK Version 5 (Microcontroller Developme
Tools ,

= MDK-Lite Download
Drivers

» |2C Driver for LPC1500 Series
= USB Device Driver for the LPC1500 series

arm




CMSIS-Pack — what is coming in 2018

Extension to: complex systems, security, and generic project templates

Config Wizard extension: access enum’s for configuration information — already implemented

System Description SDF Format: describe more complex debug topologies than with a Debug
Description in a tool agnostic way

Github based workflow: allows to develop software packs using github infra-structure

Flash algorithm via debugger: Some TurstZone enable devices cannot execute RAM. Commands
that allow flash programming will be added to Debug Description.

CPDSC project file format: allows project templates that are agnostic of an IDE

Minimize need for IDE specific settings: CMSIS-Pack supports IDE specific parameters. Analyze
and minimize

17  © 2018 Arm Limited q r m



Current public repository work-flow

Public repositories and CMSIS-Packs:

 Requires a dedicated repository or repository branch

- latest version of the package description file (*.pdsc)

- all downloadable pack versions (*.pack)

 Require a vendor index file referencing the pdsc file

- MyVendor.pidx:

<pdsc url="https://github.com/MyGitRepo/" vendor=

18 © 2018 Arm Limited

arm

Home Share WView A ﬂ
- v <« Proje.. » MyGitRe... w 0 Search M... 2
Mame Type Date modified ]
@r MyVendor.MyPack.pdsc PDSC File 26-Feb-18 08:45
MyVendor.MyPack.2.1.0.pack PACK File 26-Feb-18 08:45
MyVendor.MyPack.2.0.0.pack PACK File 26-Feb-18 08:45
MyVendor.MyPack.1.3.0.pack PACK File 26-Feb-18 08:45
MyVendor.MyPack.1.2.1.pack PACK File 26-Feb-13 08:45
MyVendor.MyPack.1.2.0.pack PACK File 26-Feb-18 08:45
MyVendor.MyPack.1.1.0.pack PACK File 26-Feb-18 08:45
MyVendor.MyPack.1.0.0.pack PACK File 26-Feb-12 08:45
< >
2 items |E| =
n mn 1 mn hd n 1
name= version=" "/>



Adding flexibility to use github during development (Proposal)

Filename and relative path to pack per release:

<release version="2.1.0" filename="archive/2.1.0.zip">

Location and type of repository:

<repo type="git">https://github.com/arm-software/CMSIS-Driver</repo>
Tag of the release:

<release version="2.1.0" tag="2.1.0">

Pack location specified relative to <repo> or <url> (pdsc file)

<release version="2.1.0" repo="true" filename="archive/2.1.0.zip">

19 © 2018 Arm Limited q r m



90“5'8 CMSIS Dr|Ver Version 2.6.0

COMPLIANT
e e Peripheral Interface for Middleware and Application Code
CMSIS-Core(A) | CMSIS-Core(M) mﬂ DSP | NN

General
¥ CMSIS-Driver

Overview

Revision History of CMSIS-Driver

Usage and Description | Reference |

Overview

Theory of Operation

>

b Reference Implementation
p Driver Validation
[
[

Reference
Data Structures
Data Structure Index

v

Data Fields

Microcontroller

LISB Controller

SAI0 E SAI Controller
Ethernet E Ethernet PHY
Etherl:et MAC

RXTX 5 USART
SPIO E SPI Controller

E CAN Controller
SPI Controller

SDIO
VO Memory Controller

USE Controller

RTOS v1

RTOS v2

| Pack | SVD

DAP Zone |

Software Packs

Startup/System

Control
Structs

USB Device Driver

SAl Driver

Ethernet PHY
II Ethernet MAC |

USART Driver

SPI Driver

CAN Driver
| .

SAIOD
ETH_ PHYO

s aas e L™

Middleware

USB Device

TCP/IP
Matwn rl.ring

Q- Search

The CMSIS-Driver specification is a software API that describes peripheral driver interfaces for middleware stacks and user applications. The
CMSIS-Driver API is designed to be generic and independent of a specific RTOS making it reusable across a wide range of supported
microcontroller devices. The CMSIS-Driver API covers a wide range of use cases for the supported peripheral types, but can not take every
potential use-case into account. Over time, it is indented to extend the CMSIS-Driver APL with further groups to cover new use-cases.

CMSIS-Driver Pack
Generic Drivers
that are device
independent are
now available as
separate software
pack.

github.com/
Graphi
AP ARM-software/
CMSIS-Driver

I Flash Driver

MCI Driver
NAND Driver

USB Host Driver

USEHO

File System

USB Host

arm



https://github.com/ARM-software/CMSIS-Driver

CMSIS-Driver use case example

S— Each software pack simplifies
Application Code the update of related software
components

Generic Driver Pack gives access

to several Ethernet PHY drivers:

TCP/IP Stack - DP83848
Sl - KSZ8061RNB

CMSIS-RTOS CMSIS-Driver - KSZ8081RNA
RTX5 Ethernet PHY - LAN8710A

LwIP Pack

CMSIS Pack

Run-time Environment

: - LAN8720
CMSIS-Driver
-ST802RT1 Device Family Pack

CMSIS-Driver Pack
System Ethernet PHY

21  © 2018 Arm Limited q r m



CMSIS-Driver use case example

Application Code Software components can be
exchanged easily

TCP/IP Stack

LwIP
CMSIS-RTOS CMSIS-Driver
FreeRTOS Ethernet PHY
CMSIS-CORE CMSIS-Driver
: Ethernet MAC

MCU Ethernet Controller

FreeRTOS Pack CMSIS-Driver Pack
System Ethernet PHY

22 © 2018 Arm Limited a r m

LwIP Pack

CMSIS Pack

Run-time Environment

Device Family Pack



CMSIS-Driver use case example

Application Code Software components can be
exchanged easily

TCP/IP Stack

MDK Middleware
CMSIS-RTOS CMSIS-Driver
FreeRTOS Ethernet PHY
CMSIS-CORE CMSIS-Driver
: Ethernet MAC

MCU Ethernet Controller

FreeRTOS Pack CMSIS-Driver Pack
System Ethernet PHY

23  © 2018 Arm Limited a r m

MDK Middleware Pack

CMSIS Pack

Run-time Environment

Device Family Pack



CMSIS-Driver use case example

Application Code Functionality can be added

g Cloud Connector
-
(-
= Mbed TLS TCP/IP Stack
2 Crypto Protocol MDK Middleware
m Cloud Service Pack MDK Middleware Pack
& CMSIS-RTOS CMSIS-Driver
+ FreeRTOS Ethernet PHY
g CMSIS-mbedTLS Pack CMSIS Pack
o CMSIS-CORE CMSIS-Driver
: Ethernet MAC
Device Family Pack
MCU Ethernet Controller
FreeRTOS Pack CMSIS-Driver Pack
System Ethernet PHY

24  © 2018 Arm Limited a r m



CMSIS-Driver usage example — step-by-step

25

USB Host Application with File System and Graphical User Interface

This tutorial shows you step-by-step how to create a ot gl TIPS,

complete embedded application. The application uses
middleware components to read the contents of a text file
from an USB memaory stick attached to a development
board. After pressing the update button this content is |
shown on the LCD. The following MDK-Professional u B
middleware components are incorporated:

sencninninanan o inannnfililanninl i
CMSIS-CORE
= LISBE Host Suppﬂrling Mass StDrﬂQE' Class I:MSC}

Graphics
Touch Screen

USB Host
MSC
= Graphics for displaying a graphical user interface (GUI) Keil RTX Create GUI FAT

using a touch screen CMSIS-Driver CMSIS-Driver
SPI/12C USB

» File System for FAT devices CMSIS-RTOS GUIBuilder

Various CMSIS-Driver connect the application code and the
middleware to the device peripherals:

= USB for aftaching the memory stick The application note explains the required steps to create the USB

= SPI for connecting the TFT LCD v 4 IVTIGELE  project on a STM32F4291-Discovery kit. It contains in-depth
instructions and all the required code snippets.

= |2C for controlling the touch interface of the display

www.keil.com/mdk5/learn/usb host/

© 2018 Arm Limited
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https://www2.keil.com/mdk5/learn/usb_host/

Easy to get middleware up and running for devices

Redpine Signals RS14100 4MB :
Arm eco-system provides ready-to-use software

ARM Cortex-M4, 200 MHz, 3 MB ROM, 191 kB RAM ¢ Quick Links frameworks:
Redpine Signals RS14100 WiSeMCU family of chips and = Board List
modules device is the industry’s first Wireless Secure MCU family = Software Packs ° Several SOftwa re Components use already
witlj a comprehensive multi-prot_ocol wireless sub-s_ygtem_. It has = MDK Version 5 CMSIS'Driver inte rfaces
an integrated ultra-low-power microcontroller, a built-in wireless = Legacy Support
subsystem, advanced security, high performance mixed-signal « Eeedback )
peripherals and integrated power-management  Templates help to develop CMSIS-Drivers for
new silicon devices.
CMSIS = CAN Driver API for Cortex-M 11 1
Drivers * Once verified, the driver set enables
- Ethernet MAC API for Cortex-M ti t tablished middl|
= USB Device Driver AP| for Cortex-M connection 1o esta ISne mi €ware
= USB Host Driver API for Cortex-M _ ] ]
- MCI Driver API for Cortex-M * Drivers can be a part of the device family pack
- 12C Driver API for Cortex-M (DFP) which simplifies overall installation
= SPI(SSP) Driver API for Cortex-iv
" USART Brver ARl ferconet * Some SiPs do this already for new
= SAl(125) Driver API for Cortex-IM . .
microcontroller devices
E 1 ) .
xampies - Binky Please get involved!
= CMSIS-RTOS Blinky RS14100
= CAN
- CCI_MASTER q rm
R514100

= COMPARATOR



CMSIS-Zone

Jonatan Antoni
CMSIS Technical Lead
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cmsis CMSIS-Zone

@ CDM PLIANT
Sl TrserTetm Stemiers

(PFEVIEW) Version 0.0.1

System Resource Management

General
Main Page

B CMSIS-Zone Use Cases

CMSIS-Core(A) |

Usage and Description

CMSIS-Zone (Preview)

Fevision History of CMSIS-Zone

¢ Fone Description Format
¢ Generator Data Model

CMSIS-Core(M) |

RTOS v2 Pack

Driver | sSVD

DsP | NN | RTOS vl |

(Qr search

CMSIS-Zone (Preview) Documentation

This is a preview of CMSIS-Zone which is schedulad for release in Q1'2018. The final release of CMSIS-Zone will provide:

» Zone Description Format (XML based) which stores consistent system setup information.

*» CMSIS-Zone configuration utility for system partitioning. The data captured can be exported to various project and configuration files using
file teamplates.

CMSIS-Zone defines methods to describe system resources and to partition these resources into multiple projects and execution areas. The

system rescurces may include multiple processors, memaory areas, and peripherals. The system resource and partitioning information is stored in
Zone Description Format (XML based).

CMSIS-Zone includes an interactive tool that manages files in the Zone Description Format which allows to:

» create system resource information from existing CMSIS-5VD and CMSIS-Pack descriptions.
« partition system resources into various project zones.

« partition a project zone into multiple execution zones.

» generate various configuration files for tool set-up and hardware initialization.

The following diagram explains the development flow when using the CMSIS-Zone management tool.

System

Execution

Resources Zones

Collect available
system resources
of multi-processor
systems

Select resources
for independent
software projects

Partition memory
and peripherals
for safe process
execution

Generate tool
setup and hardware
configuration

VAN

/ \

CMSIS-Zone Development Flow

/ \

J




CMSIS-Zone — Development Workflow

Resource configuration for multi-processor systems and execution regions

N & MCBSTM32F400.szone 2 = B8
S List available system resources i System Map B! [ + 4 Generate eode @
yStem |n multl_processor Systems MName Access  Size Cortex-M4 Description 2
Resources y v ¥ memory
¢ IRAM1 rwx 128 KB 0x20000000
A 5 ¥ IRAM2 rWX 64 KB 0x10000000
Proiect Select resources for ¥ [ROM1 X 1 MB 0x08000000
76 :] oc independent software projects v ?*glp[:‘:rﬂ's
J d &
> % CAN
N . ) @ CRC prw 1 KB 0x40023000 Cryptographic processor
Execution Partition memory & peripherals # DAC prw 1 KB 0x40007400 Digital-to-analog converter
for safe process execution % DBG prw 1 KB 0xE0042000 Dfet?ugsupport_
ones y * DCMI prw 1 KB 0x50050000 Digital camera interface
> % DMA
\ b ®Ethernet
Generate tool setup and @ EXTI prw 1 KB 0x40013cC00 External interrupt/event
. . # FLASH prw 1 KB 0x40023C00 FLASH
hardware Conf|gurat|0n * FSMC prw 1 KB 0xR0000000  Flexible static memory contrc
J « % GPIO v

System map | Project zone map| Blinky_MPU | Cc:Prc:c|

Resources may be imported from
o 09018 Armm Limited CMSIS-Pack and CMSIS-SVD files arm



CMSIS-Zone — Development Workflow

Resource configuration for multi-processor systems and execution regions

System
Resources

Project
ones

Execution
Zones

30 © 2018 Arm Limited

List available system resources
in multi-processor systems

\

Select resources for
independent software projects

Partition memory & peripherals
for safe process execution

Generate tool setup and
hardware configuration

% MCBSTM32F400.5z0ne &2

@ Blinky_MPU [ [l [ ~ Generate code

Name
~ B STM32F4071G
v B memory

“ |IRAM1
. ¥ |RAM2
¥ [ROM1
v fa peripherals
v % ADC
# ADCT
* ADC2
# ADC3
¥ C_ADC
> % CAN
# CRC O
* DAC O
% DBG O
* DCMI O
> % DMA

Access  Size

TWX 128 KB
TWE &4 KB
r'x 1 MB
prw 1 KB
prw 1 KB
PIw 1 KB
Prw 1 KB
prw 1 KB
pPrw 1 KB
pPrw 1 KB
pPrw 1 KB

System map |Project zone map | Blinky_MPU Cc:Proc|

Start

0x20000000
0x10000000
0x08000000

0x40012000
0x40012100
0x40012200
0x40012300

0x40023000
0240007400
0xE0042000
0x50050000

Description

@ [z %X

]

ARM Cortex-M4 168 MHz,

Analog-to-digital converte

Common ADC registers

Cryptographic processor
Digital-to-analog converte

Debug support

Digital camera interface

arm




CMSIS-Zone — Development Workflow

Resource configuration for multi-processor systems and execution regions

~ & MCBSTM32F400.szone & Blinky_ MPU.pzone &2 = O
. . Execution zone ma [ & &G te cod
System List available system resources s P B0 % & Generate code @
) ) - .
in mU|t|'proce550r SyStemS Name RTOS ProcessA ProcessB Description
Resources ) ~ M STM32F4071G ARM Cortex-M4 168 M
v B memory
A v ¥ RAM1 0x20000000 0x20000000 0x20000000
Sinafe Select resources for % priv 0x20000000 0x20000000 0x20000000 Priviliged RW data
. . @ 0x20008000 0x20008000 0x20008000
independent software projects _shared 9% 8 . Shared RW data
Zones ) ¥ processA 0x20010000 0x20010000 0x20010000 Process A RW data
% processB  0x20018000 0x20018000 0x20018000 Process B RW data
) v ¥ IROM1 0x08000000 0x08000000 0x08000000
Execution Partition memory & peripherals ) ¢ flash  0x8000000 0x8000000 0x8000000 Flash ROM
H v peripherals
Zones for safe process execution % ADCT 0x40012000 0x40012000 0x40012000 Analog-to-digital con
J % ADC2 0x40012100 0x40012100 0x40012100
p\ % ADC3 0x40012200 0x40012200 0x40012200
Generate tool setup and % C_ADC 0x40012300 0x40012300 0x40012300 Common ADC registe!
] ) % GPIOA 0x40020000 0x40020000 0x40020000 General-purpose I/Os
hardware configuration ¢ GPIOB 0x40020400 0x40020400 0x40020400 General-purpose [/0s
Y — .

Execution zone mapl RTOS| ProcessA‘ ProcessB |
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CMSIS-Zone — Development Workflow

Resource configuration for multi-processor systems and execution regions

~ % MCBSTM32F400.5zone & Blinky MPU.pzone [ scattersct &2 = O
. . ©LR flash 0x08000000 0x00080000 { ; load region A
System List available system resources 10 ER_flash 0x08000000 0x00080000 { ; Flash ROM
in multi-processor systems H .0 (RESET, +First)
Resources ) 12 * (InRootS55Sections)
13 .ANY (+RO)
N 14 .BNY (+X0)
15}
PI‘OjeCt .SeleCt resources for . 16 RW _priv 0x20000000 0x00008000 { ; Priviliged RW data
independent software projects 17 .BNY (+RW +2T)
Zones ) 15 ANY (.data.priv¥)
19 ANY (.bss.priv¥)
N\ 20 }
. Partition memory & peripherals 21 RW_shared 0x20008000 0x00008000 { ; Shared BW data
Execution . 22 .BNY (.data.shared*)
Zones for safe process execution 23 .ANY (.bss.shared*)
24}
/ 25 RW processh 0x20010000 0x00000200 { ; Process L RW data
N 26 ANY (.data.processh¥)
Generate tool setup and S MW (bssprocessh)
hardware configuration 29 RW processB 0x20010400 0x00000200 { ; Process B RW data
) 30 .ANY (.data.processB¥)
31 .ANY (.bss.processB¥) b
£ >
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CMSIS-Zone — data export for projects

FreeMarker template engine allows to export CMSIS-Zone data to arbitrary formats

Flexible data export for project build supports many different use cases:
i.e. device configuration, MPU setup, linker scripts, etc.

file templates Project files for:

=  Memory assignments and linker configuration
FreeMarker
=  SAU, MPU configuration
CMSIS-Zone

data = Peripheral assignments
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CMSIS-Zone — Generator example: Linker Script

Derived linker sections for project and process segregation

Template Generator Output
;;x;chHWLCDJ/ SLR flash 0x08000000 0x00080000 { ; load region
24 IR <@blockSpec erBlocks[0]1/> { ; load region 10 ER flash 0x08000000 0x00080000 { ; Flash RCM
— - = r - * .
25<#list erBlocks as block> ié *'O (RESET, +F%r5t}
26 ER_<@blockspec block/> { ; ${block.info!""} o {InRoit$$Sectlons}
27 <#if block?index == 0> o LAWY [+RO}
28 * o (RESET, +First) - .BNY (+XO0)
29 * (InRootSS5Sections) - } _ o
30 _ANY (+RO) 16 RW _priv 0x20000000 0x00008000 { ; Priviliged RW data
31 ANY  (+HO) 17 ANY  (4RW +EI)
312 < /Eif> 18 ANY (.data.priv¥)
33 1} 18 ANY (. bss.privd)
3d </ #list> 29 }
35<#1ist rwBlocks as block> 21 BEW shared 0x20008000 0x00008000 { ; Shared RW data
- - o &
36 RW <@blockSpec block/> { ; S{block.info!""} 22 .BNY (.data.shared*)
37 <#if block?index == 0> 23 .BNY (.bss.shared¥)
38 .ANY (+RW +ZI) 24}
30 </Eif> 25 RW_processA 0x20010000 0x00000200 { ; Process A RW data
40 .ANY (.data.${block.namel}*) ;: -RNY {.gata.processﬁ*}
41 .ANY (.bss.S{block.name}*) 2é , -BNY (.bss.processh¥)
42
43<filist> 2% RW _processB 0x20010400 0x00000200 { ; Process B RW data
14} 30 ANY (.data.processB¥)
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CMSIS-Zone — Generator example: MPU Descriptors

Derived MPU regions for process segregation

Template

-
6// Device:

S{device.name}

7// Processor: S{processor.name}

5// Project:
9

10 #include "mputable.h"
11

5{name}

12 const ARM MPU Region t mpuTable[${regions?size}][5{maxBlocks}]

13<#list regions as name,
14 /* S{name} */
15

region>

le<#list fillup(region["blocks™], maxBlocks) as block>
17<#if block?index 1t region["blocks™]?size>

18 // Siblock["name"]}

19 { .RBAR = S{numZhex(block["start"], "O0x", 8)}U | (S{numZhe:
20 <g#else>

21 { .RBAR = (S{numZhex(region["offset"]+block?index, "0x", 2)
22</#if>

23 </#list><#nt>
24 Y<#sep>,

25 </#1list><#nt>
26}:

27
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Generator Output

&
5¢// Device: STM32F4071G
& // Processor: Cortex-M4

7 // Project: Blinky MPU
8

5% #include "mputable.h"

10

11 const ARM_MPU_Region_t mpuTable[4][3] = {
12 /% default */

13 {

14 // flash

15 { .EBAR = 0x08000000U | (O0x00U & 0x0FU) | 0xl0U, .RASE =
16 // data

17 { .RBRAR = 0x08080000U7 | (Ox0OlUu & OxOFU) | Oxl1l0U, .RASE =
18 // shared

19 { .RBRR = 0x2000800007 | (Ox02U & OxOFU) | Oxl1l0U, .RASE =
20 }s

21 /* RTOS */

22 {

23 // priv

24 { .EBAR = 0x20000000U | (O0x03U & 0x0FU) | 0xl0U, .RASE =
25 { .EBAR = (0x04U & 0x0FU) | 0Oxl1l0U, .RASE = 0U },

26 { .EBAER = (0x=x05U & 0x0FU) | Oxl1l0U, .RASE = 0U }

arm



CMSIS-Zone — Generator example: SAU Regions

Derived SAU regions for TrustZone configuration

Template Generator Output
97 // <e>»Initialize SAU Region S{sauRegion?index} 45 // <e>Initialize SAU Region O
58 // <i>» Setup SAU ERegion 5{sauRegion?index} memory attribute: 4 [/ <i>» Setup SAU Region 0 memory attributes
9o */ 47 */
100 #define SAU INIT REGIONS{sauRegion?index} S{sauRegion.init} 49 #define SAU INIT REGIONO 1
101 49
102 /* 502 /%
103// <o>Start Address <0-0xFFFFFFEO> 51 // <o>Start Address <0-0xFFFFFFE0>
104 %/ 52 %/
105 #define SAU INIT STARTS{sauRegion?index} S{numZhex (sauReqgi 53 #define SAU INIT STARTO 0x001FFO000 /* start address
1086 54
107 /* 55@ /%
108 // <0>End Address <0x1F-0XFFFFFFFF> 56 // <o>End ARddress <0x1F-0XFFFFFFFE>
106 */ 57 */
110 #define SAU INIT END${sauRegion?index} S{numzZhex (max (sa1l 58 #define SAU INIT ENDO 0x001FFFFF /* end address of
111 59
112 /* 60e /*
113 /7 <o>Region is el // <o>Region is
114 // <0=»Non-Secure 62 // <0=»Non-Secure
115 // <1=>Secure, Non-Secure Callable 63 // <l=>Secure, Non-Secure Callable
lleg*/ gd */
117 #define SAU INIT NSC${sauRegion?index} ${sauRegion.nsc} 65 f#define SAU INIT NSCO 1
118 /* oo= /*
1990 FF PN SR Pl | r PR B
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: : : : CMSIS
RTX — RTOS with optional process isolation

CMSIS-Zone RTXS5 RTOS

System Partitioning Safe Process Isolation RTX optional uses the
Protection Unit (MPU) of

et s o Handler Thread Cortex-M processors
Name Access Size Process A Process B A mOde mOde
v B STM32F407IG .
The MPU isolates processes

~ B memory
v % |RAM1 I'Wwx 128 KB(0x20000000 20000000 (

“ RamA rwx 64 KB 020000000 0x20000000 ( Process A d f H
ORamt rx 64 KB 020010000 020010000 and protects rrom incorrect
¢ RAM2  Twx 64 KB 0x10000000 0x10000000 ( % _ Thread AO ... An
Yppp X 256 K2 0x8010000 0x8010000 ( ko GCJ 4 accesses to data and
¢ Storage T 125 KB 0x8090000 0xB5090000 | 5 = %
¢ Scratch T 256 KB 0x3050000 0x8050000 | c ) (i H h I
~ B peripherals 2 X2 GLJ pe rl p e ra S
4 ADC1  prw 1 K3 0x40012000 0240012000 %2) = Process B
@ ADC2  prw 1 KB 0x40012100 0x40012100 | B E £ Thread BO. B1
¢ ADC3  prw 1 KB 0x40012200 0x40012200 | - o o) ) S S_ 1 If' h
¥ CADC prw 1 KB 0x40012300 0x40012300 I qt) < GLJ CM I Zone SI mp I |eS t e
4 GPIOA prw 1 K3 0x40020000 0x40020000 | — ©
% GPIOB  prw 1 KB 0x40020400 0x40020400 E o < Setu p Of M P U protected
% GPIOC  prw 1 K3 0x40020800 0x40020800 - n Process C .
@ GPIOD prw 1 KB 0X40020C00 0X40020C00
% GPIOE  prw 1 K3 0x40021000 0x40021000 | Thread €O ... Cn exeCUtlon Z0Nnes
% GPIOF  prw 1 K3 0x40021400 0x40021400 (v
£ >
Zone map ProcessA|ProcessB|ProcessC| 4 Priority Each box is MPU protected
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Summary
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Simplify software development for complex systems

CMSIS-Zone is design to configure security and/or complex multi-processor systems

- Specifies resources (processor, memory, peripherals)

- Generates hardware configuration files

- Working on examples for Musca-Al, i.MX7

- CMSIS-Zone Prototype available in April 2018

Secure
Debug

CoreSight

TrustZone
Filters

Cortex-M33

APB Bridge

Peripherals

Corelink
SSE-200

subsystem

APB Bridge

AHBS interconnect

Musca-Al

HA ¢

iH ;"J :,‘P

irm



Example with RTOS and MPU setup ohe

Add memory protection unit to extend security to process/thread execution

Non-secure state Secure state CMSIS-Zone can be used to generate

setup of single core systems.
handler mode thread mode thread mode

Process A _
Thread AQ, A1, A2 Function group 1

Process B
Thread BO, B1

Utilizes Cortex-M processor features:

- MPU setup for process isolation

« SAU setup for Cortex-M33

TrustZone RTOS
context management

Shared interfaces
System start

(%]
| -
Q
O
c
q°)
e
4=
o
>
S
—
Q
]
E

RTX RTOS Kernel

wn
|-
Q
O
(e
(48]
~
4=
o
)
| -
| .
Q
4=
E

Process C :
g PEEERd Function group 2

< each box is MPU protected each box is MPU protected

Priority Priority
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Platform Security Architecture - Standardized Interfaces

PSA specifies interfaces to decouple
components.

- Enables reuse of components in other device platforms

- Reduces integration effort

Partners can provide alternative
implementations.

- Necessary to address different cost, footprint,
regulatory or security needs

PSA provides an architectural specification.

- Hardware, firmware and process requirements and
interfaces

41  © 2018 Arm Confidential

Non-secure processing
environment

O
(a1
(O}
o
>
(©]
(<))
(%)

Secure processing

environment

Secure partition API

Secure hardware requirements

Platform hardware

Root of
Trust keys

arm



Thank Youl!
ERI'EL
Merci
W57 |
HYMED!
Gracias!
Kiitos!




